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IMPLANTACAO DE ARQUITETURA BASEADA EM DOCKER SWARM: ALTA
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SERVICO GEOLOGICO DO BRASIL — CPRM

O Servico Geoldgico do Brasil — CPRM é uma empresa publica, vinculada ao
Ministério de Minas e Energia, que tem as atribuicdes de Servico Geoldgico do Brasil.

Missao
Gerar e disseminar conhecimento geocientifico com exceléncia, contribuindo para
melhoria da qualidade de vida e desenvolvimento sustentavel do Brasil.

Visao
Ser referéncia na geracao de conhecimento e no desenvolvimento de solucdes

efetivas em Geociéncias para o bem-estar da sociedade brasileira.
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TRANSFORMAGAO DIGITAL DA CPRM

* Cenarios atuais

* A CPRM como ndé da INDE

Pesquisadores desenvolvedores

Modelos de Al (ML, DL, etc)

IDEs / CMS / “Geo-Wordpress”

* Desafios a nivel de infra-estrutura de TI
* Computacao distribuida e escalabilidade

* Estrutura sustentavel (Diminuir o esforco de manutencao)

* Cultura - Arquitetura de VMs x Containers () ‘
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ARQUITETURA DE VM - HIPERVISOR

4 )\

aplicativos e servicos
- J

4 N\

aplicativos e servicos
- /

4 N\

aplicativos e servigos
N\ J

bibliotecas, utilitarios bibliotecas, utilitarios bibliotecas, utilitarios
sistema hospedado sistema hospedado sistema hospedado

-

supervisor (hypervisor) com a virtualizacado da maquina fisica
A

=

sistema operacional ( bibliotecas, utilitarios, servicos )
&

-~

maquina fisica

-

1

O

SERVIGO GEOLOGICO DO BRASIL
CPRM




ARQUITETURA DE CONTAINER - SO COMO PROCESSO

(" )\ 4 N
aplicativos e servigos aplicativos e servigos [aplicativos e servig:os}
G J o J
(" ™\ 4 )
bibliotecas, utilitarios bibliotecas, utilitarios
. J - J
4 N
bibliotecas, utilitarios
- I J
4 0

container (containerd) com a virtualizagao do sistema operacional
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DOCKER + SWARM - Arquitetura distribuida de servigos

(Giont)————  (POCKER_HOST) (sl hub.docker.com
docker build -- -;-;.;;-I Docker daemon .
docker pull - ] \\- ‘ZL_’ ReQIStry proprlo
docker run —7 N NGMX _ _
L [ Registry de terceiros
P

Internal Distributed 5tate Store EE} |

Manager I

i G || v e | o
Volumes de dados persistentes m ki Rl
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Explore - Docker Hub - Google Chrome

= Result: a pesquisa- X “ Prioridade-Google Drive x | [ proposta deestruturade x | = Mota, Zoel, Barcelle
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We've updated our Terms of Servii

. Learn more.
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Images ;
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Base Images
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Explore - Docker Hub - Google Chrome
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QUAIS SERVICOS PODEM SER TRANSFORMADOS?
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Dockerfile - geoserver - Visual Studio Code

@ EXPLORER

~+ OPEN EDITORS
/O docker-compose.yml
X # Dockerfile geoserver
~ GEOSERVER
E‘?. > backups
> geosciml
~ geoserver
v binaries
m] » ecw-sdk
Eb > oracle
> sqlserver
y & context.xml
# Dockerfile
> proxy
.gitignore
B datazip
docker-compose.yml
B geosciml.zip
() README.md

@

> OUTLINE

> TIMELINE

> NPM SCRIPTS
fomastert O ®0A0 S

docker-compose.yml # Dockerfile x

geoserver > & Dockerfile > ...
ARG DOCKERHUB TOMCAT VERSION="9-jrell-slim"

1

HQ2WUE~NO WL R WN

P i = R
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]
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FROM tomcat:${DOCKERHUB_TOMCAT VERSION}

ARG GEOSERVER VERSION="2.17.2"

ARG GEOSERVER_PLUGINS_ENABLED="APP-SCHEMA, EXCEL,GDAL, ORACLE, SQLSERVER"
ARG GDAL DATA="/usr/local/share/gdal"

# ARG GDAL_VERSION="2.2.0"

ENV GEOSERVER BASE URL https://svwh.dl.sourceforge.net/project/geoserver/GeoServer

ENV PROXY_BASE URL http://localhost/

WORKDIR /tmp

#

Oracle

COPY binaries/ .

#

ECW SDK
COPY binaries/ecw-sdk/ ecw-sdk/

do de libs auxiliares.

RUN apt-get -y update && \

PROBLEMS

apt-get -y install zip unzip curl libaiol gdal-bin libgdal-java && \
# Instalacdo do Or e
# https://docs.geoser .org/stable/en/user/data/databa

unzip -g -o oracle/instantclient-basic-linux.x64-11.2.0.4

se/oracle.html

ln -s /fopt/instantclient 11 2/0jdbc6é.jar ${CATALINA HOME}/lib && \
rm -rf oracle/ && \

# S0L Server

# https://docs. .org/stable/en/ r/data/database/sqlserver.
tar -zxf sglserver/sqljdbc 6.0.8112.200 enu.tar.gz -C /opt && \

In -s /opt/sqljdbc_6.0/enu/jred/sqljdbc42.jar ${CATALINA HOME}/lib && \
rm -rf sqlserver/ && \

# GDAL + ECW (?)

echo 'CATALINA OPTS="-Djava.library.path=/usr/lib/jni"' > $CATALINA_ HOME/bin/setenv.sh && \

chmod +x $CATALINA HOME/bin/setenv.sh && \

OUTPUT DEBUG CONSOLE TERMINAL

(base) mota@mota-ubuntu-nb:~/vscode/geoserver$

DOCKERFILES > GERAGCAO DE IMAGENS

o
.0.zip -d fopt &% \
unzip -gq -o oracle/instantclient-jdbc-linux.x64-11.2.0.4.0.zip -d /opt && \
echo "/opt/instantclient 11 2" > /etc/ld.so.conf.d/oracle.conf & ldconfig && \

e €=

1: bash

Ln72, Col 75

Spaces:4  UTF-8

B 2 &= @ «1) os07 It

T O

LF Dockerfile A 01



docker-compose.yml - geoserver - Visual Studio Code

@ EXPLORER
~ OPEN EDITORS
o

~ GEOSERVER

docker-compose.yml

> back
o
g'm » geoscml
~ geoserver
ﬂ@ v binaries
» ecw-sdk
H:||j > oracle
> sqlserver

& context.xml
L 4 # Dockerfile
> proxy

PrEng:

.gitignore
A data.zip
docker-compose.yml
B geosciml.zip
() README.md

S K-

i €

> OUTLINE
E_J {g} > TIMELINE

' > NPM SCRIPTS
P masterr O @040

docker-compose.yml X

docker-compose.yml

‘2

proxy/
dockerhub.cprm.gov.br/geoserver-proxy: latest
ner_name: proxy

depends_on:
- geoserver

t: geoserver/
dockerhub.cprm.gov.br/geoserver: latest
container name: app
environment:

- PROXY_BASE URL=http://mota-ubuntu-nb/geoserver

- GEOSERVER DATA DIR=/srv/geoserver/data
volumes:

- geoserver-data:/srv/geoserver/data
depends on:

- postgis

postgis:
postgis/postgis:12-2.5

e d-H
- 5433:5432
container n
environment:

- "POSTGRES USER=geoserver"

- "POSTGRES PASSWORD=blabla"
volumes
- postgis-data:/var/lib/postgresql/data

: postgis

PROBLEMS QUTPUT  DEBUG CONSOLE TERMINAL

(base) mota@mota-ubuntu-nb:~/vscode/geoserver$

% 72 € = B+t B D 1) 0806 1

DOCKER-COMPOSE

Ty O

STACKS DE SERVICOS

1: bash v

Ln30,Col28 Spaces:2 UTF8 LF YAML & L



INTERNET DMZ

https://geoservicos.cprm.gov.br/
Virtual IP
a A
Y »
X «
y /
=
\ /
Idfproxy01.cprm.go
\
/
v N
A A
Y »
https://apps.cprm.gov.br/<servigo>
Virtual IP

Idfproxy02.cprm.gov.br

HAProxy + Keepalived
Active/Passive
Passive/Active

Rede Overlay: Rede interna do cluster swarm para comunicagao entre containers em diferentes nds

Rede de ingresso: Rede Overlay do Docker que permite o balanceamento de requisigdes aos containers

cuja porta foi exposta para vinculagdo aos hosts do cluster

Rede Particular: Rede Overlay privada de um stack de servigos (Ex: Servidor de Aplicag&o e Banco de Dados)

LAN

Docker Machine
Idfctn01.cprm.gov.br
10.200.0.60
|_ docker_gwbridge
172.18.0.0/24

I Nginx Proxy Containerl
80/tcp -> 8000/tcp expose 8000/tcp

Docker Mgichine
lgfctn02.cpfm.gov.br
10.200.0.61
= == e = mm md e s m— e = =
dockér_gwbridge
172.18.0.0/24

Nginx Proxy
I 80/tcp -> 8000/tcp

1

Docker Machine
IdfctnON.cprm.gov.br
10.200.0.6X

~ docker_gwbridge
| 172.18.0.0/24

I Nginx Proxy
80/tcp -> 8000/tcp

Docker Swarm
(Inicial) 1 manager, 1 worker

(Desejavel) 3 managers, 5 nodes

PostgreSQL
Ilgaiall

NFS Server
ou GlusterFS



Portainer - Google Chrome

c

M Gmail

A Naoseguro

@ YouTube

empl

| Stacks

dade-GoogleDrive x | [ proposta de estrutura c

9 maps  Alicevision |P... (&) OqueéoCHK...

P}

Stack details &~

Stacks > geoservicos

S Stack & Editor

Stack details

x

|dfctn01.cprm.gov.br:9000/#/stacks/geoservicos?id=123&type=1&external=false

SoilGrids250m...

@ Folder: Vinde BB Linux

ker swarm - Pesquisa = X

B8 Python [ Javascript

d|

(C]

cker windows - Pesqu

B PostgreSQL B Docker

B8 | Portainer x e

W % EHS»g

B Cheatsheets W GeoServer I FOSS I ESRI
@ Portainer support @ admin

A my account o+ log eut

Administracao do cluster

geoservicos JilsEEERGIEETS

Stack duplication / migration

This feature allows you to duplicate or migrate this stack.

Stack name (optional for migration)

Select an endpoint

B

Services

Q, search...
0O > Namel:
[0 ~ geoservicos_geoservicos-geoserver

Status 2 Filter ¥ Task

wnuhtbpirtdvdufoxpSve3yvf

@ Access control

Ownership

Authorized teams

Image

IdfetnOl.cprm.gov.br/nds/gecserver:2.17.2

Actions

BEO >

Scheduling Mode

replicated 1 / 1 [ Scale

Slot Node

1 Idfetn02.cprm.gov.br

& restricted @

nds

£ Settings

Published Ports Last Update
- 2020-10-20 05:07:04
Last Update

2020-10-20 05:07:05

Iltems per page 10 ~



Portus - Google Chrome % ﬁp ¥ ¢ = $ B @3 4)) o821

& Resultadosdapes: x M Prioridade-Googl: x | [ propostadeestrut x | (= Mota, Zoel, Barcell x | @ dockerswarm-Pe: x | @ dockerwindows-© x | § Portainer x Explore - Docker x

&« C @& dockerhub-dev.cprm.gov.br/repositories/3 * B & » g :

i Apps M GCmail @ YouTube

Pordus 1%

? Maps ¢ AliceVision|P... () OqueéoCHK.. @ SoilGrids250m... @@ Folder:Vinde B Linux B Python [Wm JavaScript Bm PostgreSQL Bm Docker B CheatSheets B GeoServer B FOSS Bm ESRI »

@ Dashboard 0 admin/mapserver

Tags
,g Namesp:
Tag Author Image Pushed at Security
=] 7.6.1 admin f049afb488eS October 21, 2020 11:52 262 vulnerabilities
@ Comments #® Write comment

Nobody has left a comment yet

Administracao das imagens

Created with W by the SUSE team Version: 2.4.3@5a616c0ef860567df5700708256i42505cdb9952



Docker Hub - Google Chrome

= Resultados da pesquic x N Prioridade-GoogleDr x | [ proposta de estr

€< - (C @& hubdocker.com/repositories

fi! Apps M Gmail @ YouTube %@ Maps ¢ AliceVision|P... (9 OqueéoCHK...

1l

w'docker hub @ search for great content (e.g., mysql)

ndscprm Q. search byre ory name.

ndscprm / mapserver
Updated 5 days ago

ndscprm / miniconda
Updated 6 days ago

ndscprm / shiny-server
Updated 6 days ago

3
ﬁ
f'(')‘
B
s
=
®

ndscprm / qgis-server
Updated 7 days ago

il

ndscprm / mapproxy
Updated 7 days ago

a Tip: Not finding your repository? Try switching namespace via the top left dropdown.

, Zoel, Barcellos

SoilGrids250m... @ Folder: Vinde [ Linux

We've updated our Terms of Service. Learn more.

v lp » €C =08 =D

ker windows -Pesc X Portainer P8 @ Docker Hub

B Python [ JavaScript Bm PostgreSQL W Docker Bm CheatSheets @m GeoServer W@ FOSS I ESRI

Repositories  Organizations GetHelp « cmotadev ¥ l

Create Repository

o Y3 ® Public

o L6 @ Ppublic
¥ o i3 @ Public
gl ¥ 10 @ Public

o La @ public

Imagens publicas no dockerhub
(Em implantagao)



VANTAGENS

100% FOSS

Baixo custo de manutencao (imagens x Vms)

Alta disponibilidade e balanceamento de carga
Escalabilidade individual (Swarm ou Kubernetes)

NOs nao precisam estar no mesmo data center

Funciona em clusters de maquinas ordinarias (até 4 cpus)
Desenvolvimento “igual” a producéao

Menor esforco de backup

Imagens Oficiais disponiveis (Geonetwork, Postgres/Postgis, QGIS)

0O

SERVIGO GEOLOGICO DO
CPRM




DESAFIOS FUTUROS E PRESENTES

* Construir repositorio proprio de imagens e stacks e torna-los publicos

Documentacgao + insercao no GitHub

Geonetwork 3 x Geonetwork 2

Filesystem distribuido (GlusterFS)

Cultura de DevOps para produtores de conteudo e desenvolvedores

SERVIGO GEOLOGICO DO BRASIL
CPRM
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